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The purpose of this guide is to help ymarticipate constructively in the Iranian election protests
through twitter.

1. Do NOT publicise proxy IP’s over twitter, and esjally not using the #iranelection
hashtag. Security forces are monitoring this fegtdand the moment they identify a proxy
IP they will block it in Iran. If you are creatingew proxies for the Iranian bloggers, DM
them to@stopAhmador @iran09and they will distributed them discretely to bleggin
Iran.

2. Hashtags, the only two legitimate hashtags bessgl by bloggers in Iran are #iranelection
and #gr88, other hashtag ideas run the risk ofiddithe conversation.

3. Keep you bull$hit filter up! Security forces arew setting up twitter accounts to spread
disinformation by posing as Iranian protesterseaBé don't retweet impetuosly, try to
confirm information with reliable sources beforéareeting. The legitimate sources are not
hard to find and follow.

4. Help cover the bloggers: change your twitterisgstso that your location is TEHRAN and
your time zone is GMT +3.30. Security forces anating for bloggers using location and
timezone searches. If we all become ‘Iranianséitomes much harder to find them.

5. Don't blow their cover! If you discover a genuiseurce, please don’t publicise their name
or location on a website. These bloggers are iAIREanger. Spread the word discretely
through your own networks but don’t signpost thenthe security forces. People are dying
there, for real, please keep that in mind.

6. Denial of Service attacks. If you don't know wigat are doing, stay out of this game. Only
target those sites the legitimate Iranian bloggeesdesignating. Be aware that these attacks
can have detrimental effects to the network thégsters are relying on. Keep monitoring
their traffic to note when you should turn the tapsor off.

7. Do spread the (legitimate) word, it works! Whba bloggers asked for twitter maintenance
to be postponed using the #nomaintenance tagditheadesired effect. As long as we
spread good information, provide moral supporhtprotesters, and take our lead from the
legitimate bloggers, we can make a constructiverimriion.

Please remember that this is aboutftiiere of the Iranian people, while it might be exciting to get
caught up in the flow of participating in a new neerdo not lose sight of what this is really about.
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If you enjoyed this post, please consider ti@ave a commenbr subscribe to the feedand get
future articles delivered to your feed reader.

Comments
3 Responses to “#iranelection cyberwar guide for lggnners”

'Read
John says:

June 16, 2009 at 11:20 am

Great blog and very timely advice. Hope you donahif | link to it from Facebook etc.
Reply

Leave Comment
Click here to cancel reply.

Name (required)

E-mail (required)

URI

Your Comment

submit

About Me

‘Read-Error




Esko Reinikainen

Wales

I'm a public servant, arts administrator, theatreatior, and cultural entrepreneur.

I'm currently thinking about knowledge transfer mmg&aisms in human networks and international
cultural collaborations. This blog is a space tthgaand share my thoughts on these issues...
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